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fw#configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

fw(config)#interface loopback 0 

fw(config-if)#ip address 10.1.1.1 255.255.255.255 

fw(config-if)#exit 

fw(config)#interface FastEthernet 0/0 

fw(config-if)#shutdown 

fw(config-if)#ip address 1.2.3.4 255.255.0.0 

fw(config-if)#^Z 

fw#configure replace nvram:startup-config list 

This will apply all necessary additions and deletions 

to replace the current running configuration with the 

contents of the specified configuration file, which is 

assumed to be a complete configuration, not a partial 

configuration. Enter Y if you are sure you want to proceed. ? [no]: y 



  

!Pass 1 

!List of Commands: 

no interface Loopback0 

interface FastEthernet0/0 

 no ip address 1.2.3.4 255.255.0.0 

 no shutdown 

interface FastEthernet0/0 

 ip address 10.0.0.1 255.255.255.0 

end 

Total number of passes: 1 

Rollback Done 

fw#show archive 

The next archive file will be named tftp://10.0.0.2/fw.cfg-67 

 Archive #  Name 

   0       tftp://10.0.0.2/fw.cfg-60 

   1       tftp://10.0.0.2/fw.cfg-61 

   2       tftp://10.0.0.2/fw.cfg-62 

   3       tftp://10.0.0.2/fw.cfg-63 

   4       tftp://10.0.0.2/fw.cfg-64 

   5       tftp://10.0.0.2/fw.cfg-65 

   6       tftp://10.0.0.2/fw.cfg-66 <- Most Recent 

   7       tftp://10.0.0.2/fw.cfg-52 

   8       tftp://10.0.0.2/fw.cfg-53 

   9       tftp://10.0.0.2/fw.cfg-54 

   10       tftp://10.0.0.2/fw.cfg-55 



  

   11       tftp://10.0.0.2/fw.cfg-56 

   12       tftp://10.0.0.2/fw.cfg-57 

   13       tftp://10.0.0.2/fw.cfg-58 

   14       tftp://10.0.0.2/fw.cfg-59 

fw#configure replace tftp://10.0.0.2/fw.cfg-66 list 

This will apply all necessary additions and deletions 

to replace the current running configuration with the 

contents of the specified configuration file, which is 

assumed to be a complete configuration, not a partial 

configuration. Enter Y if you are sure you want to proceed. ? [no]: y 

Loading fw.cfg-66 from 10.0.0.2 (via FastEthernet0/0): ! 

[OK - 2150 bytes] 

… rest deleted …



  

fw#configure replace nvram:startup-config list force 

!Pass 1 

!List of Commands: 

no ip access-list extended Test 

end 

!Pass 2 

!List of Commands: 

ip access-list extended Test 

 permit tcp any host 10.0.0.2 

 deny tcp any any eq smtp 

 permit tcp any any eq www 

 permit tcp any any established 

 deny ip any any log 

end 

Total number of passes: 2 

Rollback Done 



  

fw#configure replace nvram:startup-config list force 

Total number of passes: 0 

Rollback Done 



  

fw#configure replace nvram:startup-config list force 

Entry already running and cannot be modified 

        (only can delete (no) and start over) 

        (check to see if the probe has finished exiting) 

… text deleted … 

!Pass 1 

!List of Commands: 

ip sla 1 

 no icmp-echo 2.3.4.5 

 no timeout 6 

ip sla 1 

 icmp-echo 1.2.3.4 

 timeout 3 

end 

… text deleted … 



  

The rollback configlet from the last pass is listed below: 

******** 

!List of Commands: 

ip sla 1 

 no icmp-echo 2.3.4.5 

 no timeout 6 

ip sla 1 

 icmp-echo 1.2.3.4 

 timeout 3 

end 

******** 

Rollback aborted after 5 passes
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fw#configure replace tftp://10.0.0.2/fw-confg force time 30 

!!Timed Rollback: Backing up to tftp://10.0.0.2/fw.cfg-3 

Loading fw-confg from 10.0.0.2 (via FastEthernet0/0): ! 

[OK - 1624 bytes] 

% Class-map is being used 

% Class-map is being used 

Feb  1 12:33:15: Rollback:Acquired Configuration lock. 

Total number of passes: 2 

Rollback Done 

fw# 

Feb  1 12:33:19: %PARSER-3-

CONFIGNOTLOCKED: Unlock requested by process '183'. Configuration not locked

. 

… after 30 seconds … 

Timed Rollback: rolling to:tftp://10.0.0.2/fw.cfg-3 

Loading fw.cfg-3 from 10.0.0.2 (via FastEthernet0/0): ! 

[OK - 2065 bytes] 

Feb  1 12:33:49: Rollback:Acquired Configuration lock.



  

event manager applet DetectManualConfig 

 event cli pattern "configure terminal" sync no skip no occurs 1 

 action 1.0 policy ScheduleRollback 

 action 99.99 syslog priority debugging msg "Detected conf term"  

! 

event manager applet DetectConfigurationChange 

 event syslog pattern "CONFIG_I" 

 action 1.0 policy ScheduleRollback 

 action 99.99 syslog msg priority debugging "Detected config change"
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event manager applet ScheduleRollback 

 event none 

 action 1.0 counter name RollbackCounter op set value 3 

 action 99.99 syslog priority debugging msg "Rollback scheduled in  

$_counter_value_remain minutes" 

! 

event manager applet RollbackCountdown 

 event timer cron name RollbackCountdown cron-entry "* * * * *" 

 action 1.0 counter name RollbackCounter op dec value 1 

 action 99.98 counter name RollbackCounter op nop 

 action 99.99 syslog priority debugging msg "Rollback Countdown ...  

$_counter_value_remain" 

! 

event manager applet TriggerRollback 

 event counter name RollbackCounter entry-val 1 entry-op eq exit-val 2 exit-

op gt 

 action 1.0 counter name DoRollback op dec value 1 

 action 99.99 priority debugging syslog msg "Triggering rollback operation"
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event manager applet BeginConfigTransaction 

 event none 

 action 1.0 syslog msg "Start the write memory command" 

 action 1.1 cli command "write memory" 

 action 1.2 syslog msg "Configuration transaction started" 

 action 2.0 counter name DoRollback op set value 2 

! 

event manager applet CommitConfigTransaction 

 event none 

 action 1.0 counter name DoRollback op set value 0 

 action 2.0 syslog msg "Configuration transaction committed" 

! 

event manager applet RollbackConfigTransaction 

 event counter name DoRollback entry-val 1 entry-op eq exit-val 1 exit-op gt 

 action 1.0 cli command "Configuration rollback triggered" 

 action 1.1 cli command "configure replace nvram:startup-config force" 

 action 1.2 syslog msg "Configuration rolled back to startup-config"

Listing 11: Exec-mode aliases 

alias exec start event manager run BeginConfigTransaction 

alias exec commit event manager run CommitConfigTransaction
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