


  

ntp master 

ntp peer 10.2.1.2 

ntp server 10.2.1.100 

C1#show ntp associations 

      address  ref clock    st when  poll reach delay  offset    disp 

 ~10.2.1.2     10.2.1.100    7   47   512  357    4.1   15.71     5.4 

*~10.2.1.100   127.127.7.1   6   52    64  337    3.9  520.08     3.1 

+~127.127.7.1  127.127.7.1   7   48    64  377    0.0    0.00     0.0 



  

 * master (synced), # master (unsynced), + selected, -

 candidate, ~ configured 

ntp master 1 

ntp peer 10.2.1.1 

10.2.1.42 dynamic, insane, invalid, stratum 1 

ref ID .LOCL., time F59C845C.3541BD8F (00:03:40.208 UTC Wed Jul 31 2030) 

our mode passive, peer mode active, our poll intvl 64, peer poll intvl 64 

root delay 0.00 msec, root disp 1875.03, reach 16, sync dist 9758.469 

delay 10.85 msec, offset 695979164670.6102 msec, dispersion 7878.02 

precision 2**24, version 3 

org time F59C848A.3541A5E6 (00:04:26.208 UTC Wed Jul 31 2030) 

rcv time CC20B7ED.8F84CD88 (16:31:41.560 UTC Thu Jul 10 2008) 

xmt time CC20B7F5.7CC65398 (16:31:49.487 UTC Thu Jul 10 2008) 

filtdelay =    51.09   10.85    0.00    0.00    0.00    0.00    0.00 

filtoffset = 6959791 6959791    0.00    0.00    0.00    0.00    0.00 

filterror =     0.87    1.85 16000.0 16000.0 16000.0 16000.0 16000.0 



  

C1#show ntp associations detail | begin 10.2.1.42 

10.2.1.42 dynamic, our_master, sane, valid, stratum 1 

ref ID .LOCL., time F59C89DC.353B3CDF (00:27:08.207 UTC Wed Jul 31 2030) 

our mode passive, peer mode active, our poll intvl 64, peer poll intvl 64 

root delay 0.00 msec, root disp 0.03, reach 376, sync dist 23.911 

delay -25.39 msec, offset 695979164653.2522 msec, dispersion 10.86 

precision 2**24, version 3 

org time F59C89F1.353B1BA4 (00:27:29.207 UTC Wed Jul 31 2030) 

rcv time CC20BD54.8FDE044E (16:54:44.561 UTC Thu Jul 10 2008) 

xmt time CC20BD75.8382F5EF (16:55:17.513 UTC Thu Jul 10 2008) 

filtdelay =    36.36   27.92   20.14   19.97   -0.03    4.00  -25.39    

filtoffset = 6959791 6959791 6959791 6959791 6959791 6959791 6959791 

filterror =     0.49    1.46    2.44    3.42    4.39    5.37    6.35   

C1# 

%SYS-6-

CLOCKUPDATE: System clock has been updated from 16:56:52 UTC Thu Jul 10 2008 

to 00:29:37 UTC Wed Jul 31 2030, configured from NTP by 10.2.1.42. 



  

 

 

 

 



  

 

 

access-list 90 remark NTP peers & servers 

access-list 90 permit 10.2.1.2 

access-list 90 permit 10.2.1.100 

! 

access-list 91 remark NTP clients 

access-list 91 permit 10.0.1.0 0.0.0.255 

! 

ntp logging 

ntp access-group peer 90 

ntp access-group serve 91 

ntp master 

ntp peer 10.2.1.2 

ntp server 10.2.1.100 



  

interface FastEthernet 0/0 

 ip address 10.2.2.1 255.255.255.0 

! 

access-list 90 remark NTP peers & servers 

access-list 90 permit 10.0.1.1 

access-list 90 permit 10.2.2.2 

! 

access-list 91 remark NTP clients 

access-list 91 permit 10.2.2.0 0.0.0.255 

! 

ntp logging 

ntp access-group peer 90 

ntp access-group serve 91 

ntp server 10.0.1.1 source Loopback0 

ntp peer 10.2.2.2 



  

http://www.cis.udel.edu/~mills/database/rfc/rfc1305/rfc1305c.pdf


  

ntp authentication-key 222 md5 CoreKey 

ntp authentication-key 333 md5 PrimaryKey 

ntp authentication-key 432 md5 RemoteKey 



  

ntp server 10.2.1.100 key 333 

ntp peer 10.2.1.1 key 222 

Listing 10 

NTP key usage on Site-1 

ntp authentication-key 432 md5 RemoteKey 

ntp server 10.2.1.1 key 432 

ntp server 10.2.1.1 source loopback 0 

ntp peer 10.2.2.2 key 432 

Site-1#show debug 

NTP: 

  NTP packets debugging is on for peer address 10.2.1.1 

  NTP authentication debugging is on 

Site-1# 

03:48:28: NTP: xmit packet to 10.2.1.1: 

03:48:28:  leap 3, mode 3, version 3, stratum 0, ppoll 64 

03:48:28:  rtdel 1CBC (112.244), rtdsp 11DC90 (17861.572), refid 0A020101 (1

0.2.1.1) 

03:48:28:  ref CC21C26B.467A2AF8 (11:28:43.275 UTC Fri Jul 11 2008) 

03:48:28:  org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900) 



  

03:48:28:  rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900) 

03:48:28:  xmt CC21C2AA.3DD82F4A (11:29:46.241 UTC Fri Jul 11 2008) 

03:48:28:  Authentication key 432 

03:48:28: NTP: rcv packet from 10.2.1.1 to 10.0.1.4 on Loopback0: 

03:48:28:  leap 0, mode 4, version 3, stratum 7, ppoll 64 

03:48:28:  rtdel 0E72 (56.427), rtdsp 0240 (8.789), refid 0A020164 (10.2.1.1

00) 

03:48:28:  ref CC21C250.DF8D07C7 (11:28:16.873 UTC Fri Jul 11 2008) 

03:48:28:  org CC21C2AA.3DD82F4A (11:29:46.241 UTC Fri Jul 11 2008) 

03:48:28:  rec CC21C2AA.445C0A79 (11:29:46.267 UTC Fri Jul 11 2008) 

03:48:28:  xmt CC21C2AA.446A057B (11:29:46.267 UTC Fri Jul 11 2008) 

03:48:28:  inp CC21C2AA.4C34B47B (11:29:46.297 UTC Fri Jul 11 2008) 

03:48:28:  Authentication key 432 

ntp authenticate 

ntp trusted-key 222 

ntp trusted-key 333 



  

C2#show ntp associations detail | include 10.2.1.1_ 

10.2.1.1 configured, insane, invalid, stratum 16 

 

 

 



  

C1#show ntp associations detail | include 10.2.1.2_ 

10.2.1.2 configured, authenticated, insane, invalid, stratum 16 

C1#show ntp associations 

      address ref clock    st when  poll reach  delay  offset    disp 

 ~10.2.1.2    10.2.1.100   16   25    64    4     1.9    3.50  15500. 

*~10.2.1.100  127.127.7.1   6   19   512  377    56.2   -5.24     1.2 

04:13:38: NTP: packet from 10.2.1.1 failed validity tests 10 

04:13:38: Authentication failed 
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